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• VMware amps security 
with in-house, Carbon 
Black technology (More) 

• What happens after 
Windows 7's retirement? 
(More) 

• Microsoft rolls out new 
cloud tool for analyzing 
business data (More) 
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Government Advises 
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Vigilant 

• Cisco Meraki ups 
security with new 
switch, so�ware 

• Atackers phish Office 
365 users with fake 
voicemail messages 

 

Office 365 users are a constant target for 
phishers because their accounts can give 
access to high-value company data and 
systems. Hackers have now stepped up 
their game with new attacks that use audio 
files masquerading as voicemails to trick 
users into exposing their passwords. 

The new campaign was observed over the 
past few weeks by researchers from 
security firm McAfee and targeted 
organizations from many industries 
including services, finance, IT, retail, 
insurance, manufacturing, infrastructure, 
energy, government, legal, education, 
healthcare and transportation. “A wide 
range of employees were targeted, from 
middle management to executive level 
staff,” the McAfee researchers said in a 
report released today. “We believe that this 
is a ‘phishing’ and ‘whaling’ campaign.” 

Whaling is a type of phishing that is aimed 
at senior executives, (More) 

Cisco Meraki has introduced new hardware 
and software the company says will help 
customers more effectively support and 
secure a wide variety of distributed 
network resources. 

The new products, which include a raft of 
new security features as well a new class of 
switches and a cellular gateway will help 
Meraki address customers who perhaps 
don’t have the IT expertise nor staffing to 
support the increasing number of devices 
that need to be managed, said Lawrence 
Huang, vice president of product 
management at Cisco Meraki. 

“Threat vectors are evolving and the way 
customers need to protect themselves 
need to evolve as well – how customers 
support applications and IoT devices 
exemplify the idea its not just one 
perimeter that needs protecting but a 
collection of micorperimenters,” Huang 
said. (More) 

 

 

“The future depends on 
what you do today.” 

 – Mahatma Gandhi 

Cisco Meraki ups security with new 
switch, software 

 

Attackers phish Office 365 users 
with fake voicemail messages 

 

 

 Black Friday 2019 Security Threat: U.S. Government 
Advises Consumers To Stay Vigilant 

This year, like every year, Black Friday happens to be the day after Thanksgiving and, in 
effect, marks the start of the holiday shopping season. Consumers may well get more 
than they bargained for this November 29, as cybercriminals seek to exploit the retail 
feeding frenzy. Such is the concern over the potential for malicious activity that one 
U.S. Government agency has issued a statement advising consumers to "remain 
vigilant" and take precautions to avoid falling victim. (more) 

• Defenders can discover 
phishing sites through web 
analy�cs IDs (More) 
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